


Protective Security Advisor Program
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Common Physical Security Vulnerabilities
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Based on activities by CISA Protective Security Advisors:

• Lack of designated security manager
• No written security, emergency management or business 

continuity plans: 
• Lack of access control & perimeter security
• Suspicious package procedures
• Mass notification procedures
• Active Shooter procedures
• Training and exercising

• Lack of alarm and video surveillance systems
• Missed opportunities to collaborate with Law Enforcement and 

Fusion Centers
• Lack of employee background and recurring checks



 Security Assessment at First Entry (SAFE)

 Quick look (2-3 hours) at the current security posture to identify vulnerabilities.

 Written report of Commendables, Vulnerabilities, and Options for Considerations.

 Infrastructure Survey Tool

 In-depth (4-6 hours) at physical security, protective measures, security force including 
dependencies.

 Web-based survey tool and written report.

CISA Physical Security Assessments



CISA Physical Security Resources
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Today’s dynamic threat 
environment poses unique risks to 
infrastructure, particularly to those 
open to the public

Protecting 
Infrastructure 
During Public 

Demonstrations

Insider Threat Mitigation
Develops and maintains public facing resources to support 
organizations in creating or improving an insider threat 
mitigation program to mitigate insider threats.

Vehicle Ramming Mitigation
Provides expertise and guidance to assist SLTT and private sector 
partners mitigate vehicle ramming threats.

Active Shooter Preparedness and Security Program
Directly and tangibly supports public and private sector 
stakeholders in enhancing risk mitigation capabilities against the 
active shooter threat, the most prominent attack vector in the U.S.

Personal 
Security 

Considerations

Unauthorized 
Drones over 

Stadiums

Employee 
Vigilance Through 
the Power of Hello

Countering Improvised Explosive Devices (IEDs)
Educates on strategies to prevent, protect against, respond to, and 
mitigate bombing incidents. De-Escalation 

Series

cisa.gov/securing-public-gatherings



Exercises
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CISA conducts exercises with government, private sector, and international partners to enhance 
the security and resilience of critical infrastructure. Services include end-to-end exercise planning 
and conduct, CISA Tabletop Exercise Packages with over 80 scenarios, and national exercises.

Exercise Planning and Conduct
 Virtual 
 In-person
 Discussion-based
 Operations-based

CISA Tabletop Exercise Package
 Civil disturbance
 Vehicle ramming
 Small UAS 
 IED
 K-12 Education Active Threat
 Insider Threat
 Active Shooter
 And many more

cisa.gov/critical-infrastructure-exercises



Cybersecurity Advisor Program
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 Ransomware 

 Social engineering- phishing and malware

 Gootloader- asset management important

 Ransome notifications via phone calls and voicemails

 Compromised OT network resulting in IT network ransomware

 Hactivists

 Cyber Av3ngers targeting Unitronics PLCs and default passwords

 Pro-Russian targeting HMIs via VNC protocol over default port 5900

 Volt Typhoon

 People’s Republic of China (PRC) state-sponsored cyber actors are seeking to pre-
position themselves on IT networks for disruptive or destructive cyberattacks against U.S. 
critical infrastructure in the event of a major crisis or conflict with the United States.

Events in Alabama
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Cybersecurity Services (Voluntary & No Cost)
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• Vulnerability Scanning / Hygiene (CyHy)

• Web Application Scanning (WAS)

• Cybersecurity Performance Goals (CPG)

• Ransomware Readiness Assessment (RRA)

• Pen Testing

• Remote Vulnerability Assessment (RVA)

• Remote Penetration Testing (RPT) 

• Validated Architecture Design Review (VADR)



Cybersecurity Services (Voluntary & No Cost)
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• Incident Management Review (IMR)

• Cyber Tabletop Exercises (CTTX)

• External Dependencies Management (EDM)

• Cyber Infrastructure Survey (CIS)

• Cyber Resilience Review (CRR)

• State and Local Cybersecurity Grant

• ALABAMA SLCGP PROGRAM



CISA: cisa.gov/report ; report@cisa.gov, (888) 
282-0870

FBI/ Internet Crime Complaint Center (IC3): ic3.gov

Report an Incident



Cyber Threats of Today

Business Email Compromise
• 2 Billion in Loss
• Credential Stealing
• Phishing/ PopUps/ Poison Domains/ Onsite Exchange 

Vulnerabilities
• Steals Data
• Finance Diversions
• SupplyChain/External Dependencies Exploitation

Ransomware
• 700K per Victim
• Ransomware-As-A-Service Brokers – Gootloader
• Phishing-As-A-Service – Greatness (M365 exploitations)
• Lockbit, Blackcat, Royal, AlphV, Conti, Darkside
• Russian and North Korea State Actors
• Steals and Encrypts Data
• Double Extortion
• Destructive Malware Trends- Russia

• Hermeticwiper and Wispergate

Denial of Service
• Russian-affiliated KILLNet Group

• Feb 2023 Coordinated DDoS of Healthcare
• Dark Storm and Anonymous Sudan

• Russian-Affiliated
• Aug 2023 and March 2024 Threats to CI

CommonDefensiveMeasures
• Multifactor Authentication (MFA)
• Backups- Off Network
• Vulnerability Management – Patching
• Configuration Management - RDP, SMB, etc
• Log Management and Review



Stephanie Watt 
State Cyber Coordinator

Stephanie.Watt@cisa.dhs.gov
202-615-4615

Joe Parker 
Cybersecurity Advisor North AL

Joseph.Parker@cisa.dhs.gov
202-894-4869

Clyde Roark 
Cybersecurity Advisor South AL

Clyde.Roark@cisa.dhs.gov
850-776-2894

Kirk Toth
Protective Security Advisor South AL 

Kirk.Toth@hq.dhs.gov
850-294-9300

Shirrell Roberts
Protective Security Advisor North AL 

Aldolphus.Roberts@cisa.dhs.gov
202-923-0668

Derek Nesselrode
Emergency Communications Coordinator

Derek.Nesselrode@cisa.dhs.gov
202-731-3315 29


