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• Vijal Pancholi, Cybersecurity Analyst 

• EPA’s Office of Water
• Office of Ground Water and Drinking Water
• Water Infrastructure and Cyber Resilience Division 
• Cybersecurity Branch

• B.S. Computer Networks & Cybersecurity

• Email: Pancholi.Vijal@epa.gov 
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Water Sector 
Cybersecurity 

Incident 
Statistics* 

*Updated as of August 30, 2024. This chart only 
includes the incidents that have been voluntarily 
reported to EPA, CISA, or FBI.
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EPA’s Cybersecurity Assessment and 
Technical Assistance Resources
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EPA Guidance on Improving Cybersecurity at Drinking Water 
and Wastewater Systems 
Developed to assist owners and operators of drinking water and 
wastewater systems with assessing gaps in their current practices 
and identify actions that may reduce the risk form cyberattacks. 

• Can be used to comply with RRA and ERP requirements for AWIA Section 1433 
• EPA Cybersecurity Training
• EPA’s Water Sector Cybersecurity Evaluation Program
• EPA’s Cybersecurity Technical Assistance Program
• Federal Financial Resources
• EPA’s Cybersecurity Checklist
• Priority Cybersecurity Practices 
• Artificial Intelligence for Water and Wastewater Systems
• Fact Sheets 
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Cybersecurity Assessment Resources 

Third-Party AssessmentSelf-Assessment

Water Sector Cybersecurity 
Evaluation Program

Checklist and Water 
Cybersecurity 

Assessment Tool (WCAT)
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EPA Water Sector Cybersecurity Evaluation Program
• EPA conducts free cybersecurity 

assessment for Water and Wastewater 
Systems to identify cybersecurity gaps.

• The program uses the EPA 
Cybersecurity Checklist. 

• You will receive an Assessment Report 
and a Risk Mitigation Plan template.
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Overview of EPA’s Cybersecurity Checklist 
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# of ControlsFunction
71. Identify

242. Protect

13. Detect

14. Respond

15. Recover

34Total:
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EPA Water Sector Cybersecurity Evaluation Program Process

Utilities register for 
a free cybersecurity 

assessment using 
the online form.

The EPA contractor 
contacts the utility 

to schedule the 
virtual assessment 

and provide 
information on 

how the utility can 
prepare.

The EPA contractor 
conducts the 

virtual assessment 
with the utility. 

The utility receives 
their assessment 
report and risk 
mitigation plan 

template through a 
secure link from 

the EPA contractor.
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EPA Water Cybersecurity Assessment Tool (WCAT)
• Utilizes EPA’s Cybersecurity 

Checklist and provides a 
method to evaluate 
cybersecurity practices at 
water and wastewater 
utilities.

• The Tool Features: 
• Assessment Workbook 
• Assessment Report
• Risk Mitigation Plan
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WCAT Assessment Report Tab 
• This report identifies cybersecurity 

gaps and/or vulnerabilities found 
during the cybersecurity 
assessment. 

• The Assessment Report includes a 
full summary of each response and 
explanation of response collected 
during an assessment. 
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WCAT Cybersecurity Risk Mitigation Plan Template 
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• The Risk Mitigation Plan 
Template is generated for 
each question where you 
responded “No” or “In 
Progress.”

• You can use this template to 
plan and document actions 
to address cybersecurity 
gaps.
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Cybersecurity Technical Assistance
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Cybersecurity Technical Assistance Program for the 
Water Sector

• Under this program, water and wastewater 
systems, state primacy agencies, and 
technical assistance providers can submit 
questions or request to consult with a 
subject matter expert (SME) regarding 
cybersecurity.

• EPA will strive to have an SME respond 
within two business days. 

• All assistance will be remote.
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EPA Cybersecurity Checklist Fact Sheets
• Fact Sheets are available for each 

question on the EPA Checklist and 
include:
• Recommendations 

• Overview of why the control is important 

• Additional Guidance 

• Implementation Tips 

• Additional Resources 

• Estimate for Cost, Impact, and Complexity 
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Cybersecurity Planning
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• CISA and EPA’s Water and Wastewater Cybersecurity Toolkit 
consolidates key resources for water and wastewater 
systems at every level of cybersecurity maturity. 

• The toolkit provides resources to enable sector stakeholders 
to proactively assess vulnerabilities and implement 
solutions to reduce risk and increase resilience. 
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Top Cyber Actions for Securing Water Systems 
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• Fact sheet that highlights the top 
cyber actions for water systems to 
reduce cyber risk. 

• Includes resources to assist water 
systems in implementing each 
cyber action. 
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EPA Water Sector Incident Action Checklist - Cybersecurity
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• An actionable list of activities 
you can take during all phases 
of a cyber incident, including:
• Preparation
• Response
• Recovery 

• This Checklist can be included  
in your Incident Response 
Plans for quick access. 
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Water Sector Cybersecurity Program Case Studies 
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Case Studies highlighting the 
cybersecurity success stories at 
water and wastewater utilities.
• Small Combined System
• Small Wastewater System
• Medium Drinking Water System
• Medium Drinking Water System #2
• Medium Combined System 
• Large Combined System
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Cybersecurity Training
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Cybersecurity 101 Webinar for Water Systems
• This webinar reviews basic cybersecurity 

topics including:
• Account security
• Device security
• Data security
• Training, and more. 

• You can use this webinar during your 
annual cybersecurity training!
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Link: https://www.youtube.com/watch?v=e2QDbgrojb0
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Cybersecurity 102 Webinar for Water Systems
• This webinar reviews basic cybersecurity topics focusing on Operational 

Technology:
• IT vs OT
• Common OT threats
• Protecting OT systems
• Incident Response, and more 

RECORDING TO BE RELEASED IN OCTOBER

• EPA plans to release quarterly trainings in FY25
• Cyber 101
• Cyber 102
• WCAT training
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EPA Cybersecurity Assessment Training for Water and Wastewater Systems
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This webinar will demonstrate how to 
use EPA’s WCAT to conduct a 
cybersecurity assessment at a water or 
wastewater system, including: 
• Explanation of each Cybersecurity 

Question
• Potential Documentation to Review 
• Questions to Ask 
• How to Generate the Assessment 

Report and Risk Mitigation Plan
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Cybersecurity Tabletop Exercises 

• EPA offers free cybersecurity tabletop exercises for water and 
wastewater utilities to test incident response procedures and 
to provide resources to develop and improve incident 
response plans. 

• EPA partners with primacy agencies, state agencies, water 
sector associations, WARNs, CISA, and FBI. 

• Email watercyberta@epa.gov to request a tabletop exercise. 
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EPA Tabletop Exercise Tool for Utilities 

Link: https://www.epa.gov/waterresiliencetraining/develop-and-conduct-
water-resilience-tabletop-exercise-water-utilities
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Download this tool to plan and 
conduct your own Tabletop Exercise. 
There are many scenarios available 
including: 
• Cybersecurity 
• Natural Disasters 
• Vandalism 
• Contamination 
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Cybersecurity ResponseCybersecurity Response



Office of Water

EPA’s Cybersecurity Incident Reporting Fact Sheet 
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Provides clear guidance on: 
• Why it’s important to report
• Where to report 
• When to report 
• What to report 

• It’s encouraged to include this 
fact sheet in your Cybersecurity 
Incident Response Plans. 
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When to Report?
Utilities are encouraged to report all cyber incidents when there is any 
of the following: 
• Loss of data, system availability, or control of systems.
• Impact to any number of victims. 
• Detection of unauthorized access to, or malicious software present 

on, critical information technology systems.
• Affected critical infrastructure or core government functions. 
• Impact to national security, economic security, or public health or 

safety 
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Where to Report?

Centralized Response (EPA)Asset Response (CISA)Threat Response (FBI)

Please reach out to the U.S. 
Environmental Protection Agency 
(EPA) Water Infrastructure and Cyber 
Resilience Division (WICRD) at 
watercyberta@epa.gov.  

EPA’s WICRD will act as a centralized 
federal point of contact between the 
affected parties/stakeholders and all 
appropriate federal agencies 
incorporated in the incident response.

Submit a computer security incident 
form to the Cybersecurity and 
Infrastructure Security Agency (CISA) 
Incident Reporting System at 
www.uscert.cisa.gov/forms/report. 

CISA can be contacted by phone at 
888-282-0870 and by email at 
Central@cisa.gov. 

CISA will provide technical assets and 
assistance to mitigate vulnerabilities 
and reduce the impact of the incident.

Submit an internet crime complaint 
form to the FBI at www.ic3.gov or 
contact your local field office at 
www.fbi.gov/contact-us/field. 

The FBI will conduct the investigation.
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What to Report?
A cyber incident may be reported at various stages, even when 
complete information may not be available. Helpful information could 
include: 
• Who you are. 
• Who experiences the incident. 
• What sort of incident occurred. 
• Details of incident impact. 
• How and when the incident was initially detected. 
• What response actions have already bene taken. 
• Who has been notified. 
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EPA’s Cybersecurity for the Water Sector Website

https://www.epa.gov/waterriskassessment/epa-
cybersecurity-best-practices-water-sector
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